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1. O6uue mo10:KeHUA

Llenpio co3maHUsl CHUCTEMBbl AHTUBUPYCHOM 3alMTHI SBJSIETCS OOeCreueHHe 3allMIIeHHOCTH
MH(POPMAITMOHHO-KOMMYHUKATMOHHOM cucteMsl (nanee MKC) oT Bo3neiicTBHS pa3mudHOTO poaa
BPEJOHOCHBIX IPOrpaMM U  HECAaHKIUOHHPOBAHHBIX MACCOBBIX IOYTOBBIX PACCBHUIOK,
MpPEeIOTBPAIlEHUs] X BHEIPEHUS B HH(POPMAIMOHHBIE CHUCTEMBbI, BBISIBICHHUS U 0O€30MacHOTO
yAQJICHUs] U3 CUCTEM B CIydae ToTnaJanus, a Takke PuibTpanuu aoctyna noyb3osateneit JJOY k
HENpPOJIYKTUBHBIM  VIHTEepHET-pecypcaM U KOHTPOJII HMX  OJJEKTPOHHOW  MEpPENUCKH.
OcHoBoros1araroM1u TpeboBaHUSAMU K CUCTEME aHTUBUPYCHOH 3amuThl JJOY sBastoTcs:

- pelIeHMe 3a/laud aHTUBHUPYCHOM 3alllUThl JOJKHO OCYIIECTBIATHCS B oOmmeM Buje. CpeacTBo
3alUThl HE JOJHDKHO OKa3bIBaTh MPOTHBOJIEHCTBUE KOHKPETHOMY BHPYCY WIM T'pYIIE BUPYCOB,
MIPOTUBOACHCTBHE JOKHO OKAa3bIBATHCA B MPENTONOKEHUAX, YTO BUPYC MOXKET ObITh 3aHECEH Ha
KOMIIBIOTEP U O BUpYCE (0 €ro CTPYKType (B YaCTHOCTH, CUTHATYpE€) U BO3MOXKHBIX JACHCTBUSIX)
HUYEro He U3BECTHO;

- pCIICHHUE 3a/1a4n aHTHBI/IpyCHOfI 3aIIMTHI JOJDKHO OCYHIECTBIIATHECA B P€AJIbHOM BPEMCHU,

- MEpOTIPHUSATHS, HAIPABJICHHBIC HAa PEUICHUE 3a/1a4 110 aHTUBUPYCHOM 3alUTEe: YCTAHOBKA TOJIBKO
JMIIEH3UPOBAHHOTO MPOTPAMMHOTO 0OecrieueH s JT00 OEeCIUIaTHOEe AHTUBUPYCHOE TIPOTPAMMHOE
obecrieueHre, Uayliee B KOMIUICKTEe C MOUIMHHOW OTEPaIlMOHHON cucteMolt (tuma Microsoft
Security Essentials (cets 10 10 pabouunx cranmmii) wim Microsoft Forefront Endpoint Protection
(cetp Oomee 10 pabGoumx cTaHIMiA)), TOJJAEPKHUBAIONIEe pabdOTy C MOJb30BATEIbLCKUMU
npoduIIMu;

- peryispHoe OOHOBJCHHE M CXKEIHCBHBIC NPO(PHUIAKTHUECKHE MPOBEPKH (JKEJIATEIFHO B
Hepabouee HOYHOE BpeMs);

- HEIpPepbIBHBIA KOHTPOJIb HAaJ BCEMU BO3MOXKHBIMHM IYTSMU MPOHUKHOBEHUS BPEIOHOCHBIX
MpOrpaMM, MOHHUTOPHUHT AHTUBHUPYCHOH 0€30MacHOCTH U OOHapyKEeHHE IeCTPYKTHUBHOM
aKTUBHOCTH BPEJOHOCHBIX MporpamMm Ha Bcex oobekrax MKC;

- ©XEIHEBHBIN AHAJIN3, PAHXHUPOBAHHWC U MPCAOTBpPALICHUC YIpO3 pPACIIPOCTPAHCHUA U
BO3JIcHiCTBUS BPCAOHOCHBIX IIPOrpaMM ITIYTEM BBIABJICHHUA YHSBHMOCTeﬁ HCIIOJIB3YEMOTO B HUKC
OIICPAallMOHHOI0  IMPOIrpaMMHOI'0O oOecrieyeHHs] U CETEBBIX YCTpOﬁCTB, U YCTpaHCHUA
O6Hapy)KeHHbIX I[e(i)eKTOB B COOTBCTCTBHH C JaHHBIMHU IIOCTAaBIIHMKA ITPOrpaMMHOIO oOecrneueHus
" JPYIrux ClICUAIIM3UPOBAHHBIX SKCIICPTHBIX AHTUBUPYCHBIX CJIY)KG;

- IpoBeAeHHE MPO(PUIAKTUYECKUX MEPONPUATHH MO NPEAOTBPALICHUI0O M OTPAHUYECHUIO
BUPYCHBIX OSMNHMJIEMHH, BKIIOYAIOIIUX 3arpy3Ky M pa3BepThIBAHUE CIELHUAIBHBIX TPaBUII
HelTpann3anuu (OTPaKEHUIO, M30JSIMK U JIMKBUALMK) BPEAOHOCHBIX MPOTPaMM Ha OCHOBE
pPEKOMEHJAlUN MO KOHTPOJIIO aTak, MOJrOTaBIMBAEMbIX Pa3padOTUMKOM CpPEACTB 3alUTHl OT
BPEIOHOCHBIX MPOrPaMM U JPYTUMH CHEIUAIU3UPOBAHHBIMU SKCHEPTHHIMH AHTHBHPYCHBIMHU
ClIy’k6aMu 70 TOTO, Kak OyAyT BBINYLICHBI (ailyibl HCIpaBICHUHN, IPU3HAKOB U aHTUBUPYCHBIX
CUTHATYP;



- TIPOBEJICHUE PETYISIPHBIX MPOBEPOK LIETOCTHOCTA KPUTHUYECKH BAXKHBIX MPOTpaMM U JaHHBIX.
Hanwuune nuiraux ¢aityioB u clieIoB HECAHKIIMOHUPOBAHHOTO BHECEHHS M3MEHEHUH JJOJDKHO OBITh
3apErHUCTPUPOBAHO B KYPHAJIE U PacCleI0BAHO; - BHEIITHUE HOCUTEIN HH(DOPMAIIMH HEU3BECTHOTO
MIPOUCXOKACHUS CJIEIYET MPOBEPATh HA HAJTUUYKME BUPYCOB J0 UX MCIOJBb30BaHUS;

- HEOOXOJMMO CTPOTO MPHIEPKUBATHCS YCTAHOBICHHBIX MPOLEAYP MO YBEIOMIICHHUIO O CIydasx
MOPAKEHUSI aBTOMATU3MPOBAHHOW HWH(DOPMAIIMOHHOW Cpeabl KOMIIBIOTEPHBIMUA BUPYCaMU U
MIPUHATHIO MEP I10 JIMKBUJIALNNU [TOCIEACTBUM OT UX IPOHUKHOBEHUS;

- cjenyeT uMeTh IUIaHbl obecrnieueHus: OecnepeboitHoi padotel IOY i ciiyyaeB BUPYCHOTO
3apaXXCHUA, B TOM YHCJIC IUIAHBI PE3CPBHOI0 KOIMUMPOBAHHA BCCX HCO6XOIII/IMBIX JaHHBbIX H
IIPOrpaMM U UX BOCCTAHOBJIEHUS. DTU MEpPbl 0COOCHHO BaXKHbI JUIsl CETEBBIX (aillIoBBIX CEPBEPOB,
HOJICPKHUBAIOLINX OOJIBIIOE KOINYECTBO pabOUNX CTaHIUH.

1. TexHosornueckne HHCTPYKIHHU

1.1. B 1OV pykoBoauTeneM JOJAKHO ObITh HA3HAYEHO JIMLIO, OTBETCTBEHHOE 3a aHTUBUPYCHYIO
3alUTy, B JIOJDKHOCTHBIE MHCTPYKUHU I KOTOPOTO JOJDKHBI OBITH TMPOMUCAHBI MOPSAIOK
JNEUCTBHS B IIEPUOJT BUPYCHBIX AUACMUH, MOPSIOK IEHCTBUM IPU BO3SHUKHOBEHUH BHEIITATHBIX
CUTYyallMli, CBSI3aHHBIX C pPabOTOCHOCOOHOCTBHIO CPEACTB AHTHUBUPYCHOW 3alllUThHI, MOPSAIOK
JNEUCTBUN JUIsl YCTPAHEHUS MOCIIEICTBAN 3apakeHu. B IpOTHBHOM cilydae BCS OTBETCTBEHHOCTh
3a o0ecrieyeHrue aHTUBUPYCHOM 3aIUTHI JIOXKUTCS HA pykoBoautens JJOY.

1.2. B JIOY MoXeT HCHOIb30BaThCS TOJIBKO JUIEH3UOHHOE AHTUBHPYCHOE MPOrPaMMHOE
obecrieueHre TuO0 CBOOOTHO-PaCIPOCTPaHIEMOE MPOTPAMMHOE 00ECTICUCHHE.

1.3. Obs13aTeTbHOMY AHTUBHPYCHOMY KOHTPOJIO TOJISKHUT Jto0as mHMopMaIus (TEKCTOBBIC
(daiiner T00BIX (GopMarToB, ¢aitibl AAHHBIX, WCHOJHSIEMBbIC (aliIbl, TOYTOBBIE COOOIIEHUN),
moyiyyaeMasi W IiepeaaBacMas 110  TEJICKOMMYHHKAIIMOHHBIM KaHajlaM CBSI3M, a TakKkKe
nH(popMaIus, HaAXOIAMIAsCa HAa ChEMHBIX HOCHUTENSAX (MarHUTHBIX AUCKax, jJeHTax, CD-ROM,
DVD, flash-nakonurensx u 1.11.). KonTpoas ucxomsmiei HHPOPMAIMH HEOOXOIUMO TPOBOIUTH
HEMOCPECTBCHHO TIepe]] apXUBUPOBAHUEM M OTIPABKOM (3aIMUCHI0 HA ChEMHBIH HOCUTEIIh).

1.4. daiinbl, nOMeIaeMble B 3JIEKTPOHHBIN apXUB, TOJDKHBI B 0043aTEILHOM MOPSIIKE TPOXOIUTh
AHTUBUPYCHBIN KOHTPOJIb.

2. TpeGoBaHusl K NPOBECHUIO MEPONIPUATHI 10 AHTUBUPYCHOM 3ammTe B IOY

2.1. B Havanme paboTel HpU 3arpy3ke KOMIbIOTEpAa B aBTOMATHUYECKOM pEXHUME IOJKHO
BBITIOJIHATHCS. OOHOBJIGHHE aHTUBUPYCHBIX 0a3 U CEpBEPOB.

2.2. HepI/IOI[I/I‘IeCKI/IC IMPOBCPKHU JJICKTPOHHLIX APXHUBOB AOJDKHBI IIPOBOJAUTHCA HEC PCIKE OJHOIO
pa3a B HECJACIIO, JaHHBIC, PACIIOJIOKCHHBIC HA pa6oqnx CTaHIHUAX IMOJIL30BaTeNCH — CXKXCIHCBHO, B
HOYHOC BpEMS 110 pACIIMCAHUIO.

2.3. BHeouepenHON aHTHUBUPYCHBIH KOHTPOJb BCEX JUCKOB M (ailloB MEPCOHAIHLHOTO
KOMIIBIOTEPA JI0JHKEH BBIMOJIHATHCA:

2.3.1. HenocpeacTBeHHO TOCIA€ YCTaHOBKM (M3MEHEHHs) MPOTPAMMHOTO oOOecreyeHus
KOMITbIOTEpa JIOJKHA OBITH BBIIIOJIHEHA aHTUBHUPYCHAs MPOBEPKA Ha CcepBepax M MepPCOHaIbHBIX
KOMIBIOTEpaX YUpPEKICHUSI.

2.3.2. HpI/I BO3HUKHOBCHHUU TITIONO3PCHHUA HAa HAJIMYUC KOMIIBIOTCPHOTO BHUpPYCa (HeTI/IHI/I‘{HaH
pa60Ta nporpamMmm, IOABJICHUC rpaq)nqecxnx U 3BYKOBBIX S(I)(I)CKTOB, HCKaKEHUM JaHHBbIX,
Inpomnaaanue (I)aﬁHOB, qacTOC IIOABJIICHHUC COO6H.ICHI/II71 0 CHCTEMHBIX OIIHMOKAX U T.H.).

2.3.3. Ilpu oTmpaBKe U MOJYYECHUH HIIEKTPOHHOM MOYTHI ONEPaTop IEKTPOHHOM MOUTH 00s3aH
IIPOBEPUTH JIEKTPOHHBIE MMCbMA U MX BJIOXXEHUS HA HaJM4KUE BUPYCOB.



2.4. B cnyuae OOHapyXeHHUS 3apaXCHHbIX BHUpycaMH (AaWJIOB WM DICKTPOHHBIX IHCEM
[OJIB30BaTENN 00A3aHBbI;

2.4.1. IlpuocTtaHoBUTH paboTYy.

2.4.2. HeMeUIeHHO TOCTaBUTh B M3BECTHOCTH O (hakTe OOHAPYKEHHS 3apaKCHHBIX BHUPYCOM
(aiiioB OTBETCTBEHHOTO 3a O0ECIeYeHNEe aHTUBUPYCHOM 3alIUTHI (B CIy4ae €ro OTCYTCTBUS —
mupektopa) J1OY. 2.4.3. CoBMeCTHO ¢ BIAJENbIEM 3apaXCHHBIX BHPYCOM (hailiioB mpoBecTu
aHaJIN3 HEOOXOMMOCTH JTAIIbHEHIIIEr0 UX MCIIOJIb30BaHMS.

2.4.4. IlpoBecTH JieUeHUE WM YHUUTOKCHUE 3apaKEHHBIX (PaiiiioB.
3. OTBeTCTBEHHOCTh

3.1. OTBETCTBEHHOCTh 3a OpPraHU3aIMI0 AaHTUBUPYCHOMN 3alUThl BO3JAraeTcsi Ha PYKOBOAUTENS
VYdpexaeHus WK JIAI0, UM Ha3HAYeHHOE.

3.2. OTBETCTBEHHOCTb 3a IPOBEJIEHUE MEPOINPUSATUN aHTUBUPYCHOro KoHTpoiss B JOVY
BO3J1aracTcs Ha OTBETCTBEHHOIO 3a oOOEcleYeHHe AaHTUBUPYCHOM 3alluThl, COOJIOACHUE
TpeboBaHuil HacTosAel MHCTpykun npu paboTe Ha MePCOHATBHBIX KOMIIbIOTEPaX BO3JIAraercs
Ha OTBETCTBEHHBIX 32 KAOUHET, I/I€ UCIIOIb3YETCs TaHHBIM KOMIIBIOTEP.



